HNudopmanmoHHass naMATKA VISl HECOBEPILIEHHOJICTHUX
10 BONPOcaM Kuoepoe30nacHocTu B ceTH «HTepHeD)

KoMnbloTepHble BUPYCHI

KomneloTepHblii  BUPYC — 3TO  Pa3HOBUIHOCTH  KOMITBIOTEPHBIX  IIPOTpaMM,
OTJIMYUTEIIBHOM  OCOOCHHOCTBIO  KOTOPOH  SIBJISIETCSI  CIIOCOOHOCTh K Pa3MHOXKCHHIO
(xonmupoBaHuio). B momosHeHHME K 3TOMY, BUPYCHl MOTYT MOBPEAWTh WM TMOJHOCTHIO
YHUYTOXUTh BCe (aiiibl W NaHHBIC, MOJKOHTPOJBHBIC IMOJIH30BATEII0, OT UMEHU KOTOPOTO
OblIa 3amyllieHa 3apakEHHas MporpamMma, a TaKXKe MOBPEAUTh WM JaXe YHUUYTOXHUTh
OTICPAlIMOHHYI0 CHUCTEMY CcO Bcem: (aitmamMu B 1enoM. B OOJBIIMHCTBE CiTydacB
PacIpOCTPaHSIOTCSI BUPYCHI Uepe3 UHTEPHET.

MeToabl 3alIIUTHI OT BPEAOHOCHBIX IPOTrPaMM:

1. Hcnonb3yii COBpEMEHHBIE ONEPALMOHHBIE CHUCTEMBI, UMEIOIINE CEPHbE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IIPOIPAMM;
2.  IloctosHHO ycraHaBiaMBail maTuyu (LUUQPPOBbIE 3aIUIATKH, KOTOPBIE

aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JIOPAaOOTKU MPOTPaMMbI) H JIpyrue
OOHOBJICHUSI CBOEH OIepalMoHHONW cucteMbl. CkaunMBail UX TOJIBKO € OQHUIIMATIHLHOTO
caiita paspaborunka OC. Ecam cymiecTByeT peXuM aBTOMAaTUYECKOro OOHOBIIEHUS,
BKJIIOYH €T0;

3. PabGoraii Ha cBOeM KOMIIbIOTEpE IIOJ] IpaBaMHu IIOJb30BATENs, a He
aMUHUCTpATOpa. OTO HE TO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX IPOrpaMm
WHCTAJTUPOBATHCS] HA TBOEM MEPCOHATBLHOM KOMITBIOTEPE;

4, Hcnonb3yil ~ aHTHUBUPYCHBIE  MPOrpaMMHBIE  MPOAYKTHI  HM3BECTHBIX
IIPOU3BOIMTEIIEH, C aBTOMAaTHUYECKUM OOHOBJIEHUEM 0a3;

S. Orpannub pU3MUYECKUd JOCTYI K KOMIIBIOTEPY ISl TOCTOPOHHUX JIULL;

6. Hcnonb3yil BHENIHUE HOCUTENN HH(POPMALIMY, TaKKE KaK (uiellika, TUCK UIH
daiin u3 UatepHeTa, TOIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He otkpbiBaii KoMIbrOTEpHBIC (ailyibl, TOJyYECHHbIE W3 HEHAJAEKHBIX

ucTouHukoB. Jlaxke Te (haiisibl, KOTOphIe MpHCHIal TBOW 3HAKOMbIH. Jlyumie yToyHu y
HEro, OTIPABIISLI JIK OH TeOe UX.

Cern WI-FI

C nomomipto WI-Fi MOXHO MOJTydnTh OECIUIATHBIA WHTEPHET-IOCTYI B OOIIECTBECHHBIX
MecTax: Kade, OTelsiX, TOProBbIX LEHTpax MW al’ponopTrax. Tak ke SBISETCS OTIUYHOU
BO3MOXHOCTBIO BbIxosia B MHTepHer. Ho MHOrHMe skcnepThl CUMTAIOT, YTO OOIIEIOCTYIHbIE
WiFi cetn He SBISIFOTCS O€30MIACHBIMH.

CogeThbl 10 0€30N1ACHOCTH PA0OTHI B 001IeI0CTYNHBIX ceTsix Wi-fi

1. He mepenapaii cBoro Iu4HYI0 HHGpOpPMAIUIO Yepe3 ooieaoctymnubie Wi-Fi
cetu. Paboras B HUX, JKeJIaTCIIBHO HE BBOJUTH IMAPOJIA JOCTYIA, JOTHHBI M KaKHE-TO
HOMEDA;

2. Hcrnionp3yit © OOHOBISIH aHTHBUPYCHBIE MpOTpaMMbl U OpanmMaysp. Tem
caMbIM Thl 00€30MacHIllb Ce0s1 OT 3aKaYKH BHpPyca Ha TBOE YCTPOUCTBO;

3. [Tpu ucnonwzoBanuu Wi-Fi otkimoun ¢pyHknmio «O0muil octyn K ¢aiiam

u npuHTepam». JlanHas (yHKUMS 3aKpbiTa MO YMOJYaHHIO, OJIHAKO HEKOTOpbIE
M0JIb30BATEIM aKTUBUPYIOT €€ JUIsl yA100CTBa UCIIOJIb30BaHMs B paboTe Win yueoe;



4. He wucnone3yit nyOnauwuneii WI-FI g1 nmepemaum JUYHBIX  JAHHBIX,
Hanpumep, U1 BbIXOA B COLIMATIbHBIC CETH WJIM B DJICKTPOHHYIO MTOYTY;

5. Ucnonw3yii Tosbko 3amuuieHHoe coeauHenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-aapeca BBOAU UMEHHO «https://»;
6. B moOumnbHOM Tenedone orkmoun (ynknuio «lloakmouenune k Wi-Fi

aBTOMaTH4yecKku». He momyckaii aBTOMAaTHYECKOI'O IMOJIKIIOUCHHUS YCTPOMCTBA K CETSIM
Wi-Fi 0e3 TBoero coriacus.

CounaJjbHble ceTH
CoumanpHass ceTb - 3TO CalT, KOTOPBIA MPEJOCTABISIET BO3MOXXHOCTH JIFOJIAM
OCYIIECTBIISITH OOIIECHHE MEXKIY co00il B mHTepHeTe. Yaliie Bcero B HUX JIJIsl KaXI0TO YeTOBEeKa
BBIIETISICTCSL CBOSL JIMYHAs CTPaHM4YKa, Ha KOTOPOW OH YKa3blBaeT O cebe pasIuvHylo
uH(OpMaIMIo, HAYMHAS OT UMEHH, (DamMIIK U 3aKaHYMBas THYHBIMU (poTorpadusmu. MHOTHE
MOJIb30BATEJIM HE TMOHUMAIOT, YTO HHGpOpPMAIMs, Pa3MEIICHHAas UMH B COIMAIBbHBIX CETSX,
MOKET OBbITh HaliJieHa M MCIOJb30BaHa K€M yroAHO, B TOM YHCIIE HE 00s3aTeNIbHO ¢ OJIaruMu
HaMEpPEHUSIMU.
OcHOBHBIE COBETHI 110 0€30ITACHOCTH B COLHAJIBHBIX CETHX:
1. OrpaHuyb CIUCOK Jipy3eil. Y TeOs B APY3bsIX HE JOJDKHO OBITh CIIyYalHBIX U
HE3HAKOMBIX JIFOJICH;
2. 3amuinail CBO 4acTHYIO Ku3Hb. He ykasbiBail maposu, TenedoHsl, aapeca,
JaTy TBOErO POXKIEHUS W JAPYTyI0 JUYHYI0 HHQOpMaluio. 3IOYMBIIIJIEHHUKH MOTYT
UCIIOJIB30BaTh Jaxe HWH(OpPMAIUI0O O TOM, KaK Thl M TBOM POJUTENHU IUJIAHUPYETE
MPOBECTU KAHUKYJIbI;
3. 3amnumiail CBOI0 penyTaluio - AEpXKH €€ B YUUCTOTE U 3ajiaBail cebe BOmpoc:
xoTen Obl ThI, YTOOBI APyrve MOJb30BATENM BHJIEIHW, YTO Thl 3arpyxaems? [logymaii,
MPEXJIe YEM UTO-TO ONMyOJIMKOBATH, HAIIUCATD U 3arPy3UTh;

4. Ecnu Tbl TOBOPHUIIB C JIFOJbMHU, KOTOPBIX HE 3HACIIb, HE HUCIOJIb3YH CBOE
peajibHOe UM U JIPYTYIO JIMYHYIO UH(OpPMALMU: UMS, MECTO KUTEJIbCTBA, MECTO YUeOBbI
U IIpouee;

S. N3beraii pasmemienus: gororpaduii B MuTepHeTe, rIe Thl M300pa’keH Ha
MECTHOCTH, 110 KOTOPOU MOKHO OIIPEIEIUTH TBOE MECTOIIOIOKEHUE;

6.  Ilpu peructpanuu B COLMAIBHON CETH HEOOXOIUMO HUCIIOJIb30BATh CIOKHBIE
NapoJiv, COCTOSIIME U3 OYKB U UG U C KOJJMYECTBOM 3HAKOB HE MEHee §;

7. JIist colaibHOM CeTH, MOYTHI U APYTUX CAaTOB HEOOXOAMMO MCIOIb30BATh

paszHeie maposid. Torga eciu TeOs B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH TOJIYy4YaT JOCTYI

TOJBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

DJIeKTPOHHbIE T€HbI'H

DJIEKTPOHHBIC JEHBIM — ATO OYEHBb YJIOOHBIM CMOCOO MIIATEeXKEM, OHAKO CYIIECTBYIOT
MOILICHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TU JICHBIU.

DJIEKTPOHHBIC JICHbIM MOSBUIMCH COBCEM HEAABHO M MMEHHO H3-3a 3TOr0 BO MHOTHX
rocyAapcTBax 10 CUX MOP HE MPOIMMCAHO MPO HUX B 3aKOHAX.

B Poccum ke oHM (PYHKIIMOHUPYIOT U O HHUX YK€ MPOMUCAHO B 3aKOHE, TNEe HUX
pa3IEISIIOT HAa HECKOJbKO BHJIOB - AHOHMMHBIE W HE aHOHHUMHBIC. PazHuiia B TOM, 4TO
QaHOHUMHBIC - 3TO T€, B KOTOPBHIX pa3peliaeTcs MPOBOJIUTH omepanuu 0e3 HaeHTH(PUKAIIu
MI0JIH30BaTEIIs, 4 B HE aHOHUMHBIX UIACHTH(DUKAIINY TI0JIH30BATENIS SBISETCS 00s3aTEIHLHOM.




Taxxe cneayer pa3ndyaTh SJIEKTPOHHBbIE (PUATHBIE JEHBIU (PaBHBI TOCYAapCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHbIE HE(UATHBIE IEHbI'U (HE pABHBI TOCYAAPCTBEHHBIM BAIIIOTAM).
OcHoOBHBIE COBETHI 10 0€30NAaCHOI padoTe ¢ IJIEKTPOHHBIMHU IEHbIAMU

1. [IpuBsbku K cueTy MOOMIIbHBIN TesnePOoH. DTO caMblil yIOOHBIA U OBICTPHIi
Croco0 BOCCTAaHOBUTH JOCTyn K cuery. IlpuBsizaHHbIi TenedoH MOMOXKET, €Clu
3a0yJelIb CBOM IJIATEe)KHBIN MapOJIh WM 3al/IeIb Ha CAUT C HE3HAKOMOT'O YCTPOMCTBRA;

2. Ucnonw3yinr opnopaszoBeie maposu. llocne mnepexoga Ha yCHUIICHHYIO
aBTOpH3alKio Tebe yxe He OyneT YrpoXkaTb ONAaCHOCTh KpakH WM TIepexBara
IIJJATEKHOTO MAPOJIS;

3. Breibepu cnoxsblii maposnb. IIpectynHukam Oyzaer He OpOCTO yraaarh
CJIOKHBIM mapoJib. HajexHple maponu — 3TO Maposiau, KOTOPBIE COAEPKAT HE MEHee 8
3HAKOB W BKJIIOYAIOT B CeOsl CTPOYHBIC W MPOMHUCHBIE OYKBBI, MU(PPHI U HECKOJIHKO
CHUMBOJIOB, TaKH€ KakK 3HaK JoJuiapa, yHTa, BOCKJIMLATENbHBIN 3HaK U T.1. Hampuwmep,
StRONg!;;

4, He BBOAM CBOM IMYHBIEC TaHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSECUIb.

DJIeKTPOHHAS 0YTA

DJIEKTPOHHAS TTOYTAa — 3TO TEXHOJOTHUS U MPEIOCTABIISIEMBIE €0 YCIYTH MO MEPECHUIKE
U TIOJYYEHUIO DJIEKTPOHHBIX COOOIEHUI, KOTOPHIE PACIPEACIAIOTCS B KOMIBIOTEPHOM CETH.
OOBIYHO 3JIEKTPOHHBIN MMOYTOBBIN SIIITUK BBITJISIIUT CIIEYIOLIAM obOpazom:
UMsI_TIOJIb30BaTENsA(@WUMs_JoMeHa. Takke KpoMe Tepefayd MpPOCTOro TEKCTa, HMEeTCs
BO3MOXXHOCTh TiepeiaBatTh (paiiiibl.

OcHoBHBIE COBETHI 10 0€30NACHOI padoTe ¢ JJIEKTPOHHON MOYTOM:

1. Hano BbIOpaTh npaBuibHBIM TOYTOBBIA cepBuc. B IHTepHere ecTh
OTPOMHBIN BBIOOP OECIIJIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JYUIle IOBEPSITh TEM, KOTO
3HAEIIb U KTO NEPBBIN B PEUTHHIE;

2. He yxaspiBaif B 1uuHON moute JuuHyto uHbopmaruio. Hanpumep, mydiie
BBIOpATh «MY3bIKaJIbHBIN (hanat@» umu «pok2013» BmecTo «Temal3»;

3. Hcnonb3yil AByX3TaHYKO aBTOPU3ALUI0. DTO KOT/1a HIOMUMO NapoJisi HY>KHO
BBOJUTH KOJ, MpUChLIaeMblii 0 SMS;

4, BeiOepu citoxHbIi maposs. s KaXa0ro moyToBOTO SIIUKA JOJKEH OBITh
CBOW HAJEKHBIW, YCTOWYUBBIN K B3JIOMY 1apOJib;

S. Ecnu ectb BO3MOXHOCTH HamucaTh CaMOMY CBOW JIMYHBIM BOMPOC,
MCIOJIb3YH 3TY BO3MOXHOCTb;

6. HUcnonb3yidi HECKOJBKO TMOYTOBBIX AMMKOB. llepBblid Ml  4acTHOM

NEPEenuCcKU C aJpecataMu, KOTOPHIM Thl JOBEpsCIb. DTO JIEKTPOHHBIM aJpec HE Haao
MCIOJI30BaTh IPU PErUCTpallii Ha (hopyMax u cailTax;

7. He otkpbiBaii ¢aiinsl U apyrue BIOKEHUS B MHUCbMaxX JaXKe €CJIM OHH
MPUIILIM OT TBOUX Jpy3el. Jlydille yTOUHU y HUX, OTIPABIISLIIN JIU OHU TeOe 3TU (haiibl;
8. [locne okoHyaHust pabOThl Ha MOYTOBOM CEpBHUCE IEpell 3aKphITHEM

BKJIAJIKM C CAUTOM He 3a0y/1b Ha)KaTh Ha «BeIATHY.

Kn6epOyJIMHT WK BUPTYAJIbHOE W3/1€BATE/ILCTBO

KubepOymnuHr —  mpecienoBaHue COOOIICHHUSMHU, COJAEP)KAlUMU  OCKOpOJICHHS,
arpeccuro, 3aImyruBaHne; XyJIUTraHCTBO; COIMAIbBHOE OOWKOTHPOBAHNE C IMTOMOIIBIO PA3IMYHBIX
WHTEPHET-CEPBHCOB.




OcHOBHBIE COBETHI 10 00pbOE ¢ KNOEPOYIJIMHIOM:

1. He Opocaiics B Ooi. Jly4mmii cmoco0: mocOBETOBAaThCS Kak ce0si BECTH U,
€CIIM HeT TOT0, K KOMY MOXHO 0OpaTUTHCsI, TO BHAYAJIe YCIIOKOUThCS. ECIu Thl HAYHEIIIb
OTBEUYaTh OCKOPOJCHHSMH Ha OCKOpPOJCHHS, TO TOJBKO eIie OOJbIIEe Pa30XIKeIllb

KOH(JIUKT;

2. VYnpasisit cBoeil kubeppernyTaiuei;

3. AHOHUMHOCTb B ceTd MHUMAs. CyIIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT
32 aHOHUMHBIM aKKayHTOM;

4, He crouT BecTM XynMraHckuii oOpa3 BUPTYyaJbHOM >XU3HU. HWHTEpHET
¢ukcupyer Bce TBOM JCHCTBHS M COXpaHsAeT HUX. YJIaIUTh HX OyIeT KpaiiHe
3aTPyIHUTEIIBHO;

5.  Benu ce0s BexIMBO;

6. Urnopupyii  enunuuHblid  HeratuB. OJHOpPA30BbIE  OCKOPOUTEIIbHBIC

COOOIICHHS Jyullle WUrHOpUpoBaTh. OOBIUHO arpeccus MpeKpamacTcss Ha HadalbHOU
CTa/IUH;

7.  ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIICHUSIMU, B
COIIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJIOKMPOBKM OTIPaBKH COOOIICHUH C
OTIpEJICIICHHBIX a/IPECOB;

8.  Ecmm 1B cBUuerens kuOepOysummHra. TBOu ACHCTBUSA: BBICTYIUTH MPOTUB
mpeciieoBaTeNs, TIMoKa3aThb €My, YTO €ro JCHCTBUSA OIICHWBAIOTCS HETaTHBHO,
MO/IJIeP>KaTh JKEPTBY, KOTOPOH HY)KHA TICUXOJOTHYECKAS TIOMOIIb, COOOITUTEH B3POCIBIM
0 (hakTe arpecCUBHOTO MOBEJICHUS B CETH.

MoouanLHbBIN TeJaehoH
CoBpemenHble cMapT@OHBI M IUIAHIIETHI COJAEpKAaT B ce0e BIOJHE B3POCIBIN

GbyHKIIMOHAN, M TEnepb OHU MOTYT KOHKYpPUPOBAaTh CO CTallMOHAPHBIMH KOMIIBIOTEPAMH.
OpmHako, cpeaICTB 3alTUTHI IS TOJOOHBIX YCTPONCTB MOKa 0YeHb Majio. TecTHpoBaHUE U IIOUCK
YA3BUMOCTEW B HUX MPOUCXOJIUT HE TaK MHTEHCUBHO, Kak s [IK, To xe camoe kacaercsa u
MOOHMIBHBIX IMPUIIOKEHUH.

CoBpeMeHHbIe MOOWJIBHBIE Opay3epbl yKe MPaKTUUECKH JIOTHAJW HACTOJIbHBIE aHAJIOTH,

OJIHAKO pacmupeHue (yHKIMOHAJa BJIEYET 3a COOOH OOJIBIIYIO CIIOKHOCTh U MEHBIITYIO
3aIIUIIICHHOCTb.

I[&HGKO HC BCC IIPOU3BOJUTCIIN BBIITYCKAIOT 06HOBJ’I€HI/ISI, 3aKPbIBAIOIIUE KPUTUYCCKHUC

YSI3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JJI 0€30IIACHOCTH MOOMJIBLHOIO TeJie(poHA:

1. Bynp octoposkeH, Bellb Koraa Tede mpeajiaratoT OecriaTHbIi KOHTEHT, B HEM
MOTYT OBbITh CKpPBITBI KAKHUE-TO MJIATHBIE YCITYTH;

2. Hymaii, npexze uem oTnpaBuTbh SMS, ¢oro uim Buaeo. Thl TOUHO 3HAEIIb,
r7ie oHU OyJyT B KOHEUHOM uTOre?

3. Heo6xoanmo 0GHOBIISATH ONEPAIMOHHYIO CUCTEMY TBOETO CMapT(OHa;

4, Hcnonb3yit aHTUBUPYCHBIE TIPOTPAMMBI JUII MOOMIIBHBIX Telle(hOHOB;

S. He 3arpyxail mpuiaoXxeHuss OT HEM3BECTHOIO MCTOYHMKA, BEAb OHU MOTYT
COJZIEpKaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECTICUeHUE;

6. [Tocne Toro Kak ThI BBIMACIIb C CaliTa, TJI€ BBOAWI JUYHYIO MH(POPMAIIUIO,

3aiiIi B HACTPOMKHU Opay3epa u ynanu cookies;



7.  llepuoauyecku MpoBEPsii KaKWe MIIATHBIE YCIYyTd aKTUBUPOBAHbI Ha TBOEM

HOMEDE;

8. JlaBaii cBOii HOMEp MOOMJILHOTO TeleOHa TOJBKO JIFOJSIM, KOTOPBIX ThI
3HACIIb U KOMY JIOBEPSICIIIb;

9. Bluetooth nmomken ObITH BBIKIIOYEH, KOTJa Thl UM HE TMOJib3yelibcs. He

3a0bIBail MHOTIa TPOBEPSTH 3TO.

@OUIIHHI WM KPaXKa JHYHBIX JAHHbIX

['maBHas mens QummHr - Buaa VHTEpHET-MOIIEHHUYECTBA, COCTOWT B MOIYYCHUU
KOH(HMICHIIMATLHBIX JTaHHBIX TOJIB30BATEICH — JIOTMHOB W mapoiieil. Ha aHTimuiickoM si3bIke
phishing untaercsa kak ¢umunr (ot fishing — psr6Has noss, password — maposb).

OcHoBHbIE COBETHI 110 00pHOE ¢ PUILIMHIOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciau Thl MOJ03peBaciib, YTO TBOS AHKETA
OblJ1a B3JI0OMaHa, TO HEOOXOAWMO 3a0JIOKMPOBATh €€ M COOOIIUTh aJIMHHHCTpPATOpaM
pecypca 00 3ToM Kak MOYKHO CKOpee;

2.  Hcnonb3yii Ge3omnacHbie BeO-CallThl, B TOM 4YHCIIC, HUHTEPHET-MAara3uHoB U
MTOMCKOBBIX CUCTEM;
3. Hcnonb3yil cinokHble W pa3Hble Mapoiu. Takum oOpasom, ecinu TeOs

B3JIOMAIOT, TO 3JIOYMBIIIJIEHHUKH TOJy4aT AOCTYI TOJIBKO K OJTHOMY TBOEMY NMPOQUIIIO B
CETH, a HE KO BCEM;

4, Eciu Tebs B3nOManu, TO HEOOXOAMMO MPEAyNpeauTh BCEX CBOMUX
3HAKOMBIX, KOTOpBIE J00ABIIEHBI y TeOs B APY3bsX, O TOM, YTO TeOs B3JIOMAIU W,
BO3MOYKHO, OT TBOEr0 MMEHHU OyJIeT pacchlIaThCsA CIIaM U CCHUIKM Ha (DUIIMHTOBBIE

CaMThI;
S. YcranoBu HaaexHbli napoib (PIN) Ha MOOMIBHBIN TENE(OH;
6. OTkII09M coXpaHeHue napoJis B Opaysepe;
7. He otkpeiBaii ¢aiinsl U apyrue BIOKEHUS B MHUChbMaxX JaXKe €CIM OHH

MPUIILTA OT TBOUX JIpy3el. Jlydilie yToOuHU y HUX, OTIPABIISIIN JIM OHU TeOe 9TU (haiisibl.



